== '5‘ .
kst Ima&\Miner

2013

XiREE
SIS

AMiner SRR IR &5 =HF

BREXZUHTENRE - PEIEMKAIRF O
ARG ERREHREF L0 (K&l)
2018 &£ 4 B







1 Y == OO O U 2
Dy e e = OO RUS OO 3
B 100 AT ettt 3
Bl 112 B0 ettt 3
B 103 ettt 4
B 104 B e 4
ey R g /A HO OO 4
1.3 ARTBAIZEIE G .ottt sttt s sttt sae st senaenas 5
2 DX BRI o ss s s s s st ss s an s nsaesasssansanaanes 7
2.0 XA oottt 8
2.2 DXHUE R BB B ovvoeeeeeeeeee e s s seasannanes 8
B 221 XHUE 1.0 B0 00 Mo esesses s ses e 9
B 222 XHUE 2.0 B BB 2 oo 10
2.3 DEBRBEIRFE ..ot ceees et e s s s s sses s sss s s a st s s s sssssana s ss e s e seessensn s 11
3 517 NN =T O OO N 13
R TR W W WY SR U W B M0 e e 14
T G A 2 L2 DU 14
Bl 3,02 IR T sttt st ettt 16
W 3.1.3 B BRI FTIIR oo 18
B 3,14 BT IR T e 19
3.2 FEURT I oo 31
B 32,0 LT oottt 33
B 3.2.2 iU e 35
3.3 THZEA ettt n e 42
B 330 FEZEBMEIR .ot 42
B 33,2 TG B B e e 44
3.8 PEBEFETETIE oot 50
I B0 1 o TU T Vo =T RS USSR 50
B 3.4.2 Celer NETWOIK cocvveeieieeiee ettt et et ete et et eetaeeeve e eteseteeentaeeeaveesareeeresenens 50
B 3.4.3 Lightning NEtWOIK......coioiiii et re et e e et e e e e e nanee s 51
R 0 Y=o =1 o Vo S 51
B 3.4.5 SPECTRE & PHANTOM ....oumoviieeeeeeceee e sesssee s ssssessss s sass s senseas 52
4 A =N 54



B B T T oo e e e s s eee e s ee e eee s ee s e e e ees e e et eee s e e s e et es e s ees e e s eee s 55

B 400 BUFLETIHEIR oottt 55
I e s T~ 56
W 413 FBOHTETEIIR oot 60
B 414 B LT RS oot 66
4.2 DXHEE A I I oottt teas 68
B 421 R DS e 69
B 4.2.2 BB oottt 70
B 4.2.3 FE BT T oottt 70
B 424 TR IR oottt 70
Bl 4,25 i ettt b nans 71
B 4.2.6 BB T oottt 71
4.3 XHUBER BEIATIREIG oottt a bbbttt s 72

A8 IR G AR T oottt ettt ettt ettt ettt erereeenas 74



*1
*2
*3
* 4
x5
®6
*®7
* 8

K1
Kl 2
Kl 3
Kl 4
Kl s
Kl 6
Kl 7
Kl 8

IR ottt sttt 5
GMETE c.o.eveoeveeeeeesees et 6
DX BB I TR TLEVE oot 8
TIFREE AL ZETY oot e 15
BT BTN BRI B oot 17
FEVIHUHT 32t 31
FEAHUH BRI T oo 33
LTI ZE T oo 34
DXHUEE 1.0 FEARZER oo 10
DXHUEE 2.0 FEARZER oot 11
BRI FE AT oottt 14
AR B T A I B TR oo 15
NI BT TR oottt et 15
BRI T A SRR oot sa st ss sttt 18
FE T BT EUIZE 11 Sybil Attack JREE ...ttt 33
B T e 2 OO SO U PP SoU U U U OP 61

AT 5]



WE

SRR A BB A R SR N, 5 BRGSO TE G it . Xt
Ve AT KRG FERPLH S R IR R, HESh 2 SURAARTE FERIE D KR,
TSR PR BEE Z LA 1 B 4AE XYUEESE R BB 7E AL, FRATIW S 1 A F 7T i
o HEEANRMAE:

— XREERE A ML S ML E A S X BEE R BRIV T B e NBGA  205F (2 30k
BHEBOR 4 MR T XHUEROR AR T 5, (7 ZEMEAS DR BE S A ML S AR SR RS, 739
PR IXHLEE 1.0 B BT B Bom X HLEE 2.0 B RES LM B BRI, Ba5H XEEERR 6
RIFAE,  FF4E H XU SR (B 1 e SR ISR S

= XGRS E A IR ST, EId AMiner RGUIRALKRBIRE S, 4l
B A RGN SN E WA K3 AEFEHU . AARR S, DR
L AR a S AN UG DU LR L, 0 X RS B R AT UL EAT 2 T A 2

=\ XEEEIR N 35 R RN A 4T o DAECARS 0 3220 X BB AE S B3y 57 v (A 2
HEs o3 l4E I X BBECE LURF T AR e R IR . LR AT SUBDIR AN LA 1) . BEAh, A
FURFIRE T XHBEE SRR B RehliG . JONBEEEL, ORISR e, BUNEE 6
R T AR e S RISt W B A TR R N EL O S 3 5t 0 X R I P A7 i
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1.1 XPREF=EE 5
B 1.1.1 BURER

Wi X HEEZE D N T <afil. BEREE. TobHlGE. AmAF9UR, & EBUN K RE PITE
DX ERBER) B e 5 vk M A B AR . H AT, A EEURG XS DL TR B3y 1 Bk
BIZAS—, BT XERBEROR, % E U3 RIS RIS . 2016 21 H 19 H, 2%
| BURF AAT (A sUIRKASEAR : GBI HGE D (1B A, ARARIR R X BV AR RAE YD < Bl VR B
BEARAZ 25 AW 715 2016 4F 6 H, Fndpeib i 2R “W &R (Sandbox), fEAT
FEIOHEN RV ERAHL AT MR 2017 4 H 1 H, HAREREE GUTIRSESR), &
LIRS T SR 5 2% MBUR R G 7 > SRR X BUEROR, IF 2 ullid X Ptk
SERBUN TAERIEWI EEMACR . b EBURF RIRE X HREERORZE T T 55T . H 2016 4F 10
H b AE B AT (B B EEROR AR A fe 1 Be 45 (201600 f 2016 4 12 H X
B U s ATV BOR SN 55 e A AT 1 ([ S5 ek TR “+ =1 B x(E B A
RIPIEKD PR, BRSS9y 64 R X ERBE N BOR TS T B AR RIS A B IR R <
R 2t RO X BRBERT T TARLH, IR IT X BRBEBORAE SR UR A B K52 2017 4R
5 H, T HORPELHT B A T S AL AAT (B X BBE SRl R R T bs

#E CBD-Forum-001-2017), Ay [X ek v& b 7= b 8 & Rk o
B 112 &%

] A AR ELER I 1T S5 STUSR R R B AV T 469 R XHRBEAT L, A TR sl th MR it
BN ZRBI) — R RTT 5 . EBREF SR AR X BREE, 2015 4 10 H, KEHTA
TR T XHREEROR HIESF A2 5°F & Ling, #EATEBUES T E O, . BE
MR | B AR E A AR ATk F SR 0 4% 1 BROZ#% H B0 DXCRBE SEI0 26 R AT X BRI T4 75 0
R XREEL R, I 2 5B XYY G AR . JAh, XHUEERIE) A B & & 2R BN 1S
Gy 4 i X PBE TR, X PR BRI ARVE MR AL E 8 S0 41812 F] Ripple Labs 2075 T3] Ripple
FA T FE A 2 RARAT I8 FH AR HE S 53 s, 5% T R K RE A5 R R 1 ISP IR AR R A IR i
J{EHEE; R3CEV #EH 1) BaaS (Blockchain as a Service) AR5, CL53EMAT. TEHARAT.
AR RATE IR 40 REKBAUTHIGEZ X PEESEIUH , 8O T H52 RAT Wi X P AT
W FRAESHML. A 2016 SEFFLG, FHEHRAT. RAMITEEAZERIIAEBE R, 7RE
R TR SRR A e R R R R N, AR L AR RIS DGR
o S5 ORI AL .4 3 T X BB A S5 E B S 06
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H 113 <&

bEE X PRI AR, A AT N G R 2 Btk 2 ocit . e B ERrtem
R, UULSRE. JeE . HASEE O XHGE A R T k. [FR, B A AME
JE LA ARSI X U = M I B, P IR S (X B R RN S Y i e - R3 X ERE BB B - 2015
F 9 HMOL, BT NHATIR R R X RBEBOR IO BB M X IR BERE S o [F4E,  Linux 2
SRMALHGIKA (Hyperledger), HEZFE X PR HARFAE 5 b EI H o o E %65 )
SEASRAS DXCHRBE VIR B L oy B 20 A R R Al P OB B (China Ledger) s <grfil X HugE &4
BREE CRBERDD) AIDXCHRBERe Rl LI e, BUIR RS X RN

N 114 Bl

RUR AR HERBUR] L I S AR SRR R R R R S e, X PR
PRI i B W SRR Al o [ P9 412738 SRR 0 [X U ST (R B 8 R A T B
BE— BB ) X PR R 1 5838 5. ARG 5 eI (X HUERAR B DG IR 55 1 i 25
45 (2015)) (Survey on Blockchain Technologies and Related Services FY2015 Report). 2 [
BURF (A sUKAR AR : #BIX HesE) (Distributed Ledger Technology: Beyond Blockchain).
[ VA SAGES [ X R AR FI R R R R+ (201600 Je it AR 4 Rl 9t b 55 1
F R R EAE B 2 AR P R R AT (XSGRt S R 1), Bt X Pk
B AR e e R s e BEAT PR R L4

1.2 WMEHESEXEN

—RWEE A X RFT RSB GERE . AR TR T 32 SR A E bR
WU IRJ L2 R AT [ DX R 5 R0 B 45, Bty [ (80 3% 3 R X BR B R R FE A A A 2 (A1 45
&b T 3 38 M ) (How Can Cryptocurrency and Blockchain Technology Play a Role in
Building Social and Solidarity Finance? ) “A5 & € H [ X B BEROARN R I A& 1 B2 45 (2016))
KPMG X REERF AR (FLIR—ME IR A L), iMedia Research (2017-2018 A [H[X
BB L TR ) S, BURT SRR L LA AT R e 56 FE A THT L2 X R B AR 11
RIESNTT o

ZRAF AMiner & B X RGERERBOR B WA RO BT 1R A
ARG RN BFRSUR Y AT A 2 A ARH . FE KRR BIARR. TR
TSI SN FOREDURT EE, LA 1 P SO s [X B B Rl L V0 7E 42 RV B A 1) R AR VL
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Yy A RO S DU I, 9 X BB PR 5 SRR ) — D R R SR B

1.3 R EMYEREE

AAREW K ARTE IR 1 Fis.
£ 1 Rif

A& RX/ 1%

R ARIKAFHFERIERZW AR, REEFE. 025,
HPAE . W EEEF T ENBEARE R

Rl B 58 4% ] 25 A e B B AR B R AL

—ANTUES AR, TEMEMLERE L AL &AW % T 5
AAAIKAR | FHHFEEE AP, K70 AT DR E R SERETE
RETFHE .

Rp#AGF LA E T AL EMELEE. RBER AN R FEE &
X ok & A R Z A A B — B A R Ak

BAFLEARRFNH XL, CREEFWNERFMN, ARLAAMT
ik WA BERENELIER, RAXAA AR FURAZNEKF

BT ik,
FHeyy | —MARENETRAREEEFTILRARNITENLER
o e BTN, BEBERZHKERZEN DK RN E
p H

B 7 Bt




AR T A TR 2 R

£ 2GR
Y e 1E B3k A
PoW T{E&iE# (Proof of Work)
PoS FEAAEER (Proof of Stake)
DPoS A ZAGERH (Delegate Proof of Stake)
PBFT SEF #E 5 iE A4 (Practical Byzantine Fault Tolerance)
P2P A5 B (Peer to Peer)
DAPP o-# AL F (Decentralized Application)
RSA RSA #m % & % (RSA Algorithm)
ECC W E fn 55 & v (Elliptic Curve Cryptography)
KYC Z R Al (Know Your Customer)
AML R k4% (Anti Money Laundering)
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2.1 KRN S

X HRBE A L — AN 2O I o A 2OK AR o, H 28 T RS B B AT I B T
SORE, DXHUEE A S F B 2R 25 M B0AE 55 A7t e R o A 20 R SR A i
FUSEFTCE « I P 2 A 27 77 2GR B AR AN U il 1422 4. A 1 Sl A B A AR 2L R 1) 4 e
LI RYRFE A AR 1) — B0 A 10 4 A IR 5B B SORTE, X Bt —Fh
2 HEERF [F0 N 13 K 0 DX 5 NG AR 1) 5 Q2L A B — P QB 44, 9 LA i 2 07 2 AR
TIE (AN TS ORAN AT Dy a1y 43 A AU AR o

X PR AR BRI G S S T7 2 “ 2o fh”, BIE F B SR, 1828
WRERAR 57575, TR 50 7 EAS A 2 A0 2R Gt rh S 90 T 25 b 005 F IR Rk i
A& 5. Bk, XPBERCN A LCRE TR I B 18 MR R DR ROR .

X PBER] 73 R =2 AFH%E (PublicBlockchain). Ht#4%E (Consortium Blockchain). FAf

%% (Private Blockchain).
FT 3 XRERIER 4T

KA R
R EEA MR ARG R ZER T, EX %G 1Z X a A
EAAHTHEEHLERALE,

N
REHI. BRA AR ZHX e,

AN EEF 3—20 KEIES N,
ENBENTEE L MCKT A, FAOARBWAEREE TGS 2 E£HR
.

B B 4t Mg F R E5£RTE, AMBENTAVUSER S, BT FEEKITE,
W R W& AML (Anti Money Laundering, R #4%) /KYC (Know Your
Customer, & F iR A1),

W& 1000 KA EHEE N,

. I X gt Rk AR HATIENK, E—HARNAREEAMIR

) 2k
WEY HITE, TR EEFE A,

2.2 XK R B

2008 4F, 448 “HiAHE” (Satoshi Nakamoto) HIZF# B KT WL (LA M: —fps
XA HETIERS), X —FHWH I AR X RAER. &R SRR mH &
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ke, XHEEEORIR S T BUAT T RS 181 b AT TN )2 R 0E . X
RBE I TERCR 5 N R D) T BB S, 5 K8 . WUk B REfi s 55 5%
RHWAE, ARFEIAT SR T MBI EAL S G0

il B X BEROR A RIS, X REEGAE L P 7 BB [XBREE 1.0, BICATT AR 47
I B AR 208 T BRI XU S XCBREE 2.0, BT LART S A il 28 5t 00 ZERFIE N X
P 2nl, XIRBER ROt NIXHEE 2.0 K. (H2, XHRBERIETAT R Rk
A AL, XHUE 1.0 B 2.0 B H BT RN AF 2 T A28 &, ABEy s s m N
R AR 1.0 BERMERR 2 rho IXHUBEIIAN R A e BE2 B AR T2 . A ELAN TS L
N

W 221 X% 1.0. BERT

X B PR 9 B 27 A SR I P B (K M e, T ORI
—ANXH, EX Bk 1.0 BB, DA EE TR AT 58 RSO AT o R BB T . 4k
2008 4F 1 AHE SR H LLAS TR ARG, 2009 4F LU T IE 2 FLRIBAT o 75 LA T3 76 1 330 Bl Py
BRI 2, ATV TG BN EAE A LU 1R 2 B AR 0 X e AT 2 oA AR RUPE IR X et
A 7 T AR O U BT 4R 26 & 85753 B MBS R ERES (BRI 5 % 2 IR REIS 4 2
AN AT LRI AL
AR, X ek 1.0 AT I Fahe:
o SERIKA (Distributed Ledger): A UK A S 72 W44 Bl B3 2 I 3E 52, 42 fh1 T [ 25
EPHCl B, ORI 45 5% 2 RIS 5, #5435 RARAT I A SR Ay — 50
4] R PR G A A B U P 7325

o BUERPIE (Linked Data Storage): [X e/ F A Inf ) Ay o IX s M) A2 A 4
i, WA HCHR I I T IR, LA AR (T S e R AT S

o HETURM (Merkle Trees): HE o /i & [X Hi 1) 38 ZE MO 46 g, RS s E 2900 £
6y DX B S50 1 7 A0 e e

«  TAERIEY (Proof of Work, POW): itk 5] N\ 4M i 511 15 510 S5 4 (R Kb — 5
PEAIILIR ) 22 At



AP SCHAE A CIKINRE
Ul = AATHE S ECHLH
2= PoW
TS P2PR48 1ZHEHLH LA S
S X HEUESH RS
A% BREL 5 /RN JFxIFRINEE

B 1 XHE 1.0 FARZEHL
W 222 XE5 2.0 HREEY

X Pt 2.0 FEN T fE SR BL. FEIX—Pr B, XHEE RSB NE T il 5 5 A T ),
TERUBEE S iR M. DAk, HRA. PR ARV I e S 4. B T @Mk R4,
X SRBETEIZ GRS A2 N 220 . B4, R ae G200 R R BE B AT
), REAAME EAERER: B, R M, PRSI, IR REEM
H AN & ST

X B 2.0 BAA T DRe:

o HHREAY (SmartContract): 1994 4E, Nick Szabo? i IKFE H B RE LIS, Bl —Fh

B 7E LME B T7 AL 76 BOAIE AT & R TSN, RERETEVA 35 = J7 i Il
THHMTAER S . BEEA LR OmIDI . v Ahig T ks 88, @HA A St
A IR ES .

«  FEML (Virtual Machine): $&i i SR IE AT IE— AN 58 42 bR B PR B rp ) Se o
FHLRG, EXREERART, BN THATE G & 205 1% 5 IS .

o EHMERIA (Decentralized Application, DApp): 25 vk b F 4238 47 76 43 A 20 M
% b ZH#RIEEM AR (WA REREA R B M4 ST 2ol
BAEMN . B RmPNE, AFEART&EMMmERT, WK
(Ethereum) [¥125 A A0 X B J H AR B0 B8 T BAR T (Ether)s

LN (R E X PR A R R A (2016))
2 Szabo N. Smart contracts[J]. Unpublished manuscript, 1994.
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BHEALE EVM BIARE

R AATHUE S ECHLEY

AR PoW PoS DPoS

FE P2PRIZ% fEHEHLH SoEA/L

e AR B HFHE
AT HEsRI RIS

B 2 [XHREE 2.0 BARZEH3
2.3 XHEERFE

DCBRBEIEA TURHFAE: Zrbooofl, TP AR TE. BEATRSEA . Hrp, &
AR T X B AR 28 1 3 (Rl A B R X 2%, ANAFAE FR oA 19 e 2 AR AL
o JT TR i XUV I T A Bl (5 B2 ATT 1, BB el ik, ikpr
AR o 24 SER AR B A 2 O e P IS e vR S R AR Y R i a2
FrARREIEHIEIL 51% A1 RFEIRHE . BIRTERIREM AT S 52X RGER 2, 411
R ARREIRAT— 0y 5 BEI M 12 4% DL o 47 e 2 — B3R U, @i se S SR R 4 B A
X Btk .
o el KHREEEIERIOIE. 100K fEf . dEP AR s A A R T L b, T
M BEEFEST I KO 2 T iR & R TR RERS B ISR, BEAT B
VRSN Ui Dk

o TR XBREERATRACHD IR NE, BN EE R BOE RO FE LA R HR AT DL —
B THERPEAREATRAE . AR ABATEUIA CAIFEE), s @i 52575
A CGEREREE .

o BiRtk: XIEEBORRMNE T 0 — SR, B RGH ETA 11 5
REBSTE RAF AR ML B 2 4 IS, AR AT AR o

o BEATRE XHEEMA 3 A BOR TP E7y BR E AR0AR I AL fRAE X B
B E RS SR T PR 5 2 DRI 1 A 2 W 1 5 AU
FE—EEH), XA R KRG, BRI 2 X B 132 5 N L 23

> ONRRUR: (o E DCBREER R MBS YA JE R4S (2016))
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Rz X e BT RO X PR ZE G 5 B i A AT M, AR Bl T B B
B W T A RSSO A [ E 5%, KBRS B R T HEER, X
RPN 2 B AT A B2 AR Ik, 525 FeAausd A1 S 175 3
X7 H R E .
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3.1 B

B NSOV, Bt DR R R . RO B A A ) 188 0 B S e O %
TEBWT AR TCVE LA S, TR RN L LA T 0K 25 SO J5 B ST 4 7 B R 11 14t
THABAE ST b, B B, S AT B AR, %' D Caeser #1. VAE
Vigenere Z5t5 . FEBEE 5 S5 EITHENIHEOR I RERAHED, B0 516 SEIUBCR AN SE I T =X
EYISEBLT RO R ARG L R, 1949 4E, Shannon K #E “IR% AGINEEHIE” 4, 295¢E
FRDPHUESLAL . 1973 4, IBM TR Feistel 73 413045145, A IR0 FRME AN S 2 AR
RBEAR T X WA e v i ) B AN 2 B A A 25K, B0 1 8040 % A #E (Data Encryption
Standard, DES) [WZ5#4%:Ml. 1976 4F, Diffie £l Hellman $2iH “2R%%8i /7~ ¢, $TH% DES
TN 22 G X B AR A, TFREA SRR ERE, MBI B r B 2 F R i .
T, o E A R E B R A A RS SM1. SM2. SM3 Je sM4. i, smi
NXFRINEE S5, SM2 NAEXT R IN 1%, SM3 A7 BV, SMa SEFEE Py 12 48 (9 WAPI
T2 X 2% b v A5 FE P m s B0k o DU [ 85 0k i A 28 s T S P 1 22 A TR, R REAT b
W2 22 R SR AL HORTERT . HAT, BERS2E T 2 R T G BN . S OmMiE . B3
%, DR RToedatk. 24T (Security Electronic Transaction, SET) Z:) 2 4@ fE

TN R 28 L 22 A P i e
B 3.1.1 AHELAEE

B AR 73 Ry T el ot R o s e Al o

(REE—mEEE X IwERE | EkE

EHHE

B 3 SR ERRR
BRI NE PRS2, i s SR B AT IS A3 2% 30, FicE =
e, AN ERWES RIS, i S s o T, [RIEREE .
FEXSRRE AR, g S s Sk i Sk . a2 il I il R F i ]

4 Shannon C E. Communication theory of secrecy systems[J]. Bell Labs Technical Journal, 1949, 28(4): 656-715.

5 Meyer C H. Design considerations for cryptography[C]//Proceedings of the June 4-8, 1973, national computer
conference and exposition. ACM, 1973: 603-606.

6 Diffie W, Hellman M. New directions in cryptography[J]. IEEE transactions on Information Theory, 1976, 22(6):
644-654.
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HAME—E, A7 AT e I IS 2 4] . XA Mo s ik ) A FIE AT InE
Py IR FE RS B, BEEINER N, FHE R UMK, FHE
AT o FREE R AR ) E 2 A 20 24 B T 32 B REAG o H I, T N B PR B 44 i) DES.
3DES. [H R INZ & (International Data Encryption Algorithm, IDEA) 155 22 EH8 25 b v

(Advanced Encryption Standard, AES) FI[E A ) SM1. SM4 %,

B
(B e e | — | | B k)
-—ﬂﬁﬁﬁk{féﬁﬁej

Bl 4 XFRERDASIINERIE
FEAR XS AR S B AR o, 23 AT AL ) E X A5 FH 2 W S e (1 5 A § 1 I W3 5L,

MBI TRE . BRET ONEH) BREDERET REH A RVERLNEE,
A IT AT SR 7 A, IR AR + %00 5 P LA R 7 RO R BT AR
. BT L, AR RRE RS AR A, LA A BRI R O R AR,
A B AR G T SN 2 e o A BRSPS B AT B T B S H
Tz B B AR PR EE A A A RSAL AR 2665 (Elliptic Curve Cryptography, ECC) %%
"

5k,

A e {meEwl—  meEss{Emk

& 5 AEMERE

WA

*® 4 MEEEALE

BHXR R 7 % 73] REZE %
. MEENE | TEXEE, FERMEEE DES. 3DES. AES.
ot R A 55 _ e
£ 48 [F] I RE S i, ZHE IDEA

WERER, TF

GBS i RSA. Elgamal. #f%
w4 Eﬁ@;ﬁﬁwj B 25 % 51 0

MRENE | LF
AR

‘M

E DSRYLE:

%}%

IEIZHT R BT 2R AN T BRG], AP RGN, fRIIE T84
HIANTT O IEVEAUA ATRAE o B0 284 BT 52 A4 RO RSB L — R, FSRIERI AN
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B SR AN K AR . JEFE 2005 FHCEMAT (B844I, WL 1148
Y (EFEEARRTETES) SR,

LI A A RSA, DSA, ECDSA, Mt RSA 2 SKBUMU 7284 i fil FR i) A~ BN 55
. RSA BEWT DA AN SN SRR, tnl LR RPN A IR 5 A MR, IX 2 € HIRFR
Yo By RSA Hh 8 — D APIHRA ME— BRG] 5 R R, AR — 2N R BERRTT XS AL BN 2 1)
SR

XA, AERARAE L T % RSA 4, IRIEAI A2, FHFE R T NN APRR
o ZJEVR R BEAERIARITE S, el “abed”, JaTIN L AFAPIINE L BB S, HA AN ER
P, BERRNNEZANRE “abed” BRI LARIIEIXAS “abed” —ARIRA ] HARA
B XS R RIRAGT, BAEE R A PIRT DA (350, B ARRASATOIE ) o SR A X SR A
PARE A AR ERE R, MAREER IR, AxEHAN, Freb@ Ak
H o

By B MALRIRZ 8 LI AR B2 FIORIE— AN Wt K B 4y, LR 7 B 32 DA 5
FRELUET.

=M HEER e
S8k =frE= ~
e & 2
Bz sha256RSA
E=zesss sha256
[Elmss GlobalSign Organization Validation...
Dﬁﬂﬁﬁd\ 2016115258 11:33:19
En 20175115268 11:33:19
D‘[ﬁﬁﬂ%‘ baidu.com, Beiling Baidu Netcom ...
[Ep=] RSA (2048 Bits)
[Famsn 05 00
Elsminr=eaaem Pl ot 1 d

\

Fritz fb, LA R EERI AR . R Windows b AT AT RE FP okl T 1EH
", BAEHEESARISRES, T8 ORHRIFE T 5 HARPE .

=
L\\

W 3.1.2 BHEHED

W5 75 BRI EL (Hash Function), tBAREFIBAEL, 2 —FhEA RGBS R A, KR KB
ST A8 g ] 5 A E RV S A B R BR R A SR AR R S A R Bt B A R SR
P e B MR NIER Sk . i B R B 30

h =H(m)

b, WA E KRS AE, mREEKENE, HAWGA KL
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MD5 (Message Digest Algorithm 5) & 1991 4FH Rivest JF & H IZE T B LATUS 32 4% FH
FIBRS R AT, SR A BAR B BT84 A 22 B AT AT 40 il — e K BE R 7N ik
HECT R . 38 E RS BACE A FFARUE ST (FIPS180-2) 5 LT PUAh e A s 75 H%: SHA-
1, SHA-256, SHA-384, SHA-512%, HFfhELILHR LR B IGING 7y R B IAARI AR . IX LB IE A5 R
Hol LRI B K ROV BN, TR “VH B2 (Message Digest). fEFRE, L 27
F E/NZORE P HAR % SR T IVE A SRV E AR dE SM3 T 2010 4F 12 A 17 HRAR, O
2 N TR R T S ERD A S SIE  BENLBUCE R, I 6 12 R L A
A EACARAT RAR AR

x5 HAINEEES
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B, REERK. ZHEEFRILKkMSameNTRAAEFTARE, L
T 33%HYH R AE T, B A 33%.

AN ISR 20T X D 2R g B ARk BE P ZE AN TR RZ R o DRLBE, PR FERBLHI AR K,
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Computer Science @ Denial Of Service Attack

.
1983 1995 2000 2005 2010 2015 2017

Emin Giin Sirer 2 RHER/R KA SENURFARI B, WHOGEBEIE AL, IEitm

FUR SR 55 BB JE B0, JUHAERAE Rt PHITIR S5 Bt o v SEAURL 2 A B w1
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J.ACM (1991)
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Rl e R e, (R TR TTER. b5 15 RN.Snow H Samuel Karlin 7£5 [ x5 _E (1
WA, AR TS Z 3 LR A A . METh B R R LI M e, A
AR S —EER T IH A SEAE (Von Neumann-Morgenstern Stability Set) f77F i 55 [ i e 24 58
TR, R VIR B AR A J5, Shapley BA A RIS AT (122 . 80 2 %
RIS, Shapley RIHZERIAER, -2 NBH . RIS BCH L.
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Potential Games e
Dov Monderer, Lloyd S. Shapley

Games and Economic Behavior (1996)
Cited by 3026 & Biblex @ hitp://dx.doi.org/10.1006/game.1996.0044

On market games e
Lloyd § Shapley, Mariin Shubik

Joumal of Economic Theory (1969)
Cited by 484 & Bibtex @ http://dx doi.org/10.1016/0022-0531(89)90008-8

o

The Shapley value : essays in honor of Lloyd 8. Shapley
alvin e roth, lloyd s shapley

The Economic Journal (2005)

Cited by 457 & Biblex

o

Cores of convex games
Lloyd S. Shapley

Intemational Joumal of Game Theory (1971)

Cited by 410 & Bibtex @ hitp:/link springer. com/article/10.1007/BF01753431

Fictitious Play Property for Games with Identical Interests B
Dov Monderer, Lloyd S. Shapley

Journal of Economic Theory (1996)

WAL Shapley, B VABZEIZR IR G ERR M TTHR, A MRER P EEH . 1943 4,
VENIGE I K8 R — A ARVE, Shapley MAE NN — 42 %+, FRRERTFEH [E
RABIK X, 5 EE R IE b HAMRISZE . Shapley KIEAM KA EUFARE, BRES%
WL, PRAFHEAT (Bronze Star). HFH4EHE, Shapley [RIBIG# K74k 45 . 2002 4F
8 H 14 H# 17 H, Shapley FUNZINTE 5 KA “2002 BPREE R RS 0FHe L H
RIH] BRESUW” HUCREIhE . F B RFREAEBIRIE NS WS E, 2588 H 7
A Shapley 7} NIRRT 5 & TTBUR HH B 1805 R 5, “Shapley B2 AR IRINTE R
F, Rl IR, HEAK B RIARE SR, AL b7 BB 50 N#EAT 58 7,
AR, B H R E OB M REAEIE . B BT, Shapley R HHAE AR
b EE 70 RIS BLRVRIS , MRS .

Alvin E. Roth
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@ Market Design Game Theory @ Developing Country IMatching

@ Strategy

1975 1980 1990 2000 2010 2015

«

Roth & FEFEAFF K, 1971 N T EFE LW R EIZ FE =k, 1988 HFERG il KA AF
B, ERZRS . TR RISLIGZ B 2 U i T R H BTR

1951 4, Roth HHAFESRE — MR E KEE, XA LAECE A8 AR 1 R SCAE
A NMERBIEN, JEIHERC . RS AN A HAS AN, s
R NAL 25 XIRZE R T . R E SRR, Roth FnH O 7Rk
FEPIZE, “ BRI Z B 7770 o) , AR B EHE L WK SR AT T 40 A i oK TR PR 2E 5] )
Roth W MR IS RS FFHIEARIEE. 1971 4E, Roth MEME LI K 2EARI L, 3k
LR FERERE, MBI B 22X T A “ B2 IR R AR TR
JEXGHR, N T RIS B U AT IR AR ZR, MR BIHEAR RS, T 1973 421 1974 R56 53K
L, S0, R, Roth K 23 %, BJFHiHAE 2 J5 EEl 1982 4, Roth —
EAEPREI R AL B S A AE DL 24 88 R S4BT 2 i B Mg PR 220 2 B LB 1998 4F, 2

JEAIA G Bl K22 IR TAE RS
{ 336 ]

The handbook of experimental economics
John H. Kagel, Alvin E. Roth
(1995)

Cited by 3080 & Bibtex @ hitp://dx.doi.org/10.2307/1243316

Two-sided matching
alvin e roth, marilda sotomayor
(1992)

Cited by 2829 & Biblex

Predicting How People Play Games: Reinforcement Learning in Experimental Games with Unique, Mixed Strategy Equilibria
ido erev, alvin e roth

The American Economic Review (1998)

Cited by 1881 & Bibtex

Learning in extensive-form games: Experimental data and simple dynamic models in the intermediate term @
Alvin E. Roth, Ido Erev

Games and Econemic Behavior (1995)

Cited by 1716 & Bivtex @ hiip:/dx doi.org/10.1016/50899-8256(05)80020-X

Bargaining and Market Behavior in Jerusalem, Ljubljana, Pittsburgh, and Tokyo: An Experimental Study
ALVIN E. ROTH, VESNA PRASNIKAR, MASAHIRO OKUNO-FUJIWARA, SHMUEL ZAMIR

Econometrica (1999)

Cited by 1590 & Biblex
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Roth FEZGF2AAUR MR M TTRRAMXAE T 7 T HIRIA R, AL T 18 F SIS iE
RZPRIF . Roth fx 4 ARTERI STRREHE B 2B Sl A E B I M R G deit . ALl
HUCHE RS 5E. AlFI 6 B 4252 5% (deferred acceptance algorithm) HHT B THIX L R
gt, RAFEHBEET 20000 44 AR VLEC S A B B A 9 HRY AR JE S )UFT 90000 44 e AR
MR R RN AR 244 Roth 3o, “F B8 A A3 40T 22 U & AL 75 10 TR AT, HE
Mk = AR 7] R (HFREDAR I, BEAS SRR SO IS SO L SR R e, JRATI R
2R A 1 TR EAT.”

Reinhard Selten

@ Bounded Rationality Experimental Economics @ Economic Behavior

Expected Utility Theory @ Business Cycle

A

1975 1980 1990 2000 2010 2014

Selten /& 1994 i NURZFF AT X, T HIRGMM B E, REBEER (M
WEHE R R B (1974). (HZRRIHTIEREm —RIEIL) (1988) 4. 1951 4F,
Selten HE N F[EI L2 Ji AR K F AR, 16 1957 SR Bk J5 MR RN T . 92
gy e A U NIy N TIS
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Reexamination of the Perfectness Concept for Equilibrium Points in Extensive Games
Reinhard Selten

International Journal of Game Theory (1975)
Cited by 723 & Bibtex @ http://dx doi.org/10.1007/978-94-015-7774-8_1

An experimental solidarity game G
Reinhard Selten, Axel Ockenfels

Joumnal of Economic Behavior and Organization (1298)

Cited by 308 &Bibtex @ http://dx.doi.org/10.1016/S0167-2681(97)00107-8

o

The chain store paradox
Reinhard Selten
Theory and Decision (1978)

Cited by 282 & Bibtex @ hitp://dx.doi.org/10.1007/978-94-015-7774-8_2

[ o5 ]

Blowing the Whistle
Jose Apesteguia, Martin Dufwenberg, Reinhard Selten

Ssm Electronic Journal (2003)
Cited by 187 &Bibtex @ hiip//dx.doi.org/10.1007/500199-006-0092-6

MONEY DOES NOT INDUCE RISK NEUTRAL BEHAVIOR, BUT BINARY LOTTERIES DO EVEN WORSE
REINHARD SELTEN, ABDOLKARIM SADRIEH, KLAUS ABBINK

Theory and Decision (1995)

Cited by 162 & Bibtex @ hiip://dx.doi.org/10.1023/A:1005038628305

60 FEARIF I, Selten AT T 5 L1 ZESLEG . Selten 7ESLIGHH AL T — AN AR, (HIF
I R ILXAME AT VE 2 HARR M O T SR A K I, Selten 5E SUT 128K (sub-game
perfectness) [IE&, JIFT 1965 MR R T b & & IR (A BA FHRBER
NI, Selten B IF3A A BRI R SCR GRS 25, O8N T IR
1351 (sub-game perfect Nash equilibrium) FJIEZGE X, RIS NG K3k AF 1 DUR GG %3
BUE T HEAil. 1975 4, Selten RFEIW I (¥R A IR RIS I EHE 5. RS,
Selten $&HH 7 E &) “HidlFXf5” (trembling hand equilibrium) &% . 1EH 4% KA
b, Selten MIRFNEZRBRER T A = 1R L. 1E—SSERMEERIHB T, Selten
T AR Cevolutionary stability) IRRE&FI S S, X AP ZR B8 7 A T AROK IR % i,
It e R A T #ALRE T T %5, Sl —RIMIL . Selten I, 5A[F S
K EA BB NG REE R A AE R IR BN, M AR 221008 5 A R RN T
JeZE XA Tt Selten SBUASEFHETT T H BRI FRIRBIAL, R IUBUA 3 K BEARIE £ 50
FIAEH IR AR, A2 HCARR W H1 29, il SR KT T S A R I R 2
WAL, A Selten JEH 5 X HL B FE /R AR 22K A ARSI U, BAARER 37— AN SEIR 22 5027
BT TSRS =, TR R I RO SR BE ST AP IS 561, T2 Selten T+ 1984 45k
FPERY:, —HIIEES.

48



John F. Nash

@ Shear Stress Turbulent Boundary Layer @ Kinetic Energy Cables
@ Cylinders

/

A

1945 1960 1980 2000 2009

R, MIAERZBR R GO R) Tilklrfea —4. W4T 1928
o NERZRE . Bor LT S iy T RE U 7T, 2Nt sralia Ao 1950 4, 22 %
gt LAAEGVEIIZE (Non-cooperative Games) At 27 TR g 3L, (HA AR
MBI, AR 27 TN RIS SR 0 — AN EZME S, Wl R ROy “a4
et EEZREE, BN S I — R P SO A
@

Unsteady Turbulent Boundary Layers in Two-Dimensional, Incompressible Flow
John F. Nash, Lawrence W. Carr, Robert E. Singleton
Ajaa Journal (1975)

Cited by 3 &Bibtex @ hitp://idx doi.org/10.2514/3 49657

Method for Calculating Unsteady Turbulent Boundary Layers in Two-and Army Three-Dimensional Flows
Robert E. Singleton, John F. Nash
Aiaa Journal (1974)

Cited by 2 &Bibtex @ hitp.//dx.doi.org/10.2514/3.49303

o

Turbulent-Boundary-Layer Behaviour and the Auxiliary Equation

1958 F, ZNHITUAE B RS R B BOREIR, gk 2B KW 54058, A A%
RERTRIT o I HORSMOIR DU S Fields 22 M1 NURZ G222k 2 8, Mgt 1
FARFHRET o IXAERPIRSRREE TRAL 30 4, E2 80 FAURMN], gt IRz, 4
R T A i b B B B R AL . AT I TR B ANTIOALET . ORI B 5183
MISREEXS B, ARG VR ZRE M M TR . i T E AR S AR 2R LA 58 ok, 97
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HHE 1994 -5 FIPIAL 55 5K Selten 5 Harsanyi $E[F3RAG# TURGH#3, JR, )i 66
G EHOTIE TR AR, R AL, I ETE: CAgitE BE, BCAE
— A EZ 66 X MACA XK B AR BEE I FFEL T T A, fEA s LURT (14 sl 2 fift b 5k
—d. (B, RAPRIKEESS k. BT I 7 KIA 25 I AN SRR GE, A TR A
TERMEY], B TEOLRTREIFAT A L. R, A BLE A 1997 F BT FUR R B LR
HBLRAEATET AR, S — S E AR 7.

3.4 HREIRT TN
B 3.4.1 Thunder

Thunder 52— A5 EH0M, EVM AN XEEE, FNe A oimmvEge .
Thunder & Elaine Shi il Rafael Pass A5 E [ T~ — AU  RE IS 1 X HBE N T P 6
ZT EMRMAR TR AR GAAE N RO SR ThREY R 0] 8

Thunder f&—ANHT X PLEE, REAS LI i e ik 2o DO i AR TR] (R RS N BRI AL, 7]
AR S S0%IM B, EHESCR EVM BREG A R UIILA ST LUKYI Y DApps, JLF
ANFHEEE UG Thunder 185, Hib FORULBCH % AT 5L,

Thunder A F H 8 2O A Pl S MILIREMUEE & T (D 185858 7T LU
PrAE DX HREE, WnDARYS, SRS TE I X BRRE s (20 il PRI SR AR SCHE R A SRR
WA AR R PAT RS o TP BIAE 58 vl DAE B B SLRIRIA, T TE 7 S50
1R B K . T — B R RN, A AN AT E K 22 AL AT AR B, AR
FR B IR B o 0 & A ME — AR AT Sy A, B S s 2 AN 2 45
X HURE I 22 A PE R BUE . Thunder S2EILA I EL I 22 43 1) X BB MR o 7 5%

B 3.4.2 Celer Network

Celer Network & —FiiE SIS HT 4K, AT R AN & BOR S LI AAR (1
AIXPE. ERTLY R BIEEA A CIRAE 5y o 8IS O — A B BRI T 3 e v AlE
EBUSE ML, Celer Network 7] By 73 A mUK AU B FL AT 47 Ji& 1 R SE B R

Celer Network ] 73 J2 S M R ORAG E PEAN W] 9 et . BORBORVEIR 58, (H'& W] S HF
DApp R e EAADGE [ SRR SIS, RS R M2 Hiohae. YR
PEJTTH, Celer Network (1) H ARZSEHL 15 1% T BT S Se bR R U7 A0 itk . — 2800 H B4
B AEEEIE 100 S54RSS, (HIAESCINX — HARIERARA MR, IR IhHiE, Celer
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Network R &7 A BRI C3— IR AIE W 0 e IR B 5805, HARhma k| LU ILA
BRI TT S 15 )

Celer Network J&— M BERI#RAE R ST, Witk 7 %M1 & B BLEE S IR 7 T AN E T o
E4k, Celer Network $ig i 17 JR L FOBESMINEE 22355 2 e i, DASEE AT e A~ 446 Tt A
7.

B 3.4.3 Lightning Network

FEARREAT XY A MIRTHR T, HRr M5 BI44 A Lightning Network SEARKRBEATHE T4,
DAL R X Bz B EFR - Lightning Network f&—AME FIRSG B R, EARIE(LMET, i
FEAE S E R P AT A (38 SRR JS 7R 58 — R b e A S, AT S BT IR SRR
e, DR RS RKIERIHZ )T EE RN 2 B AL, Lightning Network #4 £t —
NS BRIE.

WA X7 2 T FRAE Sy AR T S, TEIRIXANAE 5 JRTE K N R AU £ 20, X LERAHL
SPANBCRZ I P R, R A A RE ) TAEJEEE . Lightning Network 52— i 7
AR A SCATIRIE WA 2% o GERLIX AN ZE, P ATRLS E C R RTEEAT & WSO ik H 455

IR Lightning Network XM 428 7 S B AR, (88t B8 g o] 5 ) s o 1 28 81 1 41k
Ao B, HP AT ABEIFE A ST RIE CEBATIK D). JFH, mTER T
5y Z B A TE BN £ B A AL M hE IR B 28 B, KL P AR A A2 5 YR 18 2 AT 4% b — B
[)o 3, FERAERBIRZMGIITIEOLT, AT HARA TR L. iR E A
MG A, A2 R . 16 Lightning Network FITTHT I (19 850K (1 — /N il B2, FH P
1% 4 ] e 2 Lightning Network 11715 S 53 HL . 59— ANFE KX 2,  Lightning Network [
AR L, DB B G . R BLAITE BN, SO AT et o LI, i — EL

Lightning Network 75 s 2k, Bl 2 id e M ) s B o
M 3.4.4 Algorand

Algorand 5 MIT HLH TF2 55 HLE 2 R Silvio Micali I 5HA1EE (EERALK
FRESREFEEEEE) T 2016 FHH M — N XHEEVML. Algorand F algorithm (5i%)
H random CREAL) PIAN 1A A, L2 25 T BEHLAE I A JE KA 0 Cpublic ledger ) - Algorand
0T LR T X BB R G 1 LMD BRI EAT T et

Algorand ] H bR 2:

LAEFER, AERGETHHELZH,T, K44 1500 4 RA 1 4RGP IUTK
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I LB THE

2.RFEMN, Ao IR X Pt R 9L i

3. ML NIRRTk 2 22— (E) 10-18). ¥ Algorand 1 P34 53 b A — AN X
B (JE3Co4h HA RMNREIE ), XA Bk P15 190 JIEHIL—k 5 X

AR RETELS, 225 AR R RIAE 5 (V3 B # A %5 W IR 3Tt

Algorand & —MAFFERG. H) (BT ED M Algorand AN e g, n] LABE
SN Algorand X FI P s M A ALATER . BAH P REE 2L B2 E—A
HLF 2 AL — 300, il — NS5 2 RFVE . A AN RS — e s e .
TEZ G L LR—ABTFEL, B FELK — RN TR AR S 5 —1
AN, R — DA N R HEATING . AMEE H, Algorand HIXELETE, SILFFMZ
—HFEM. Algorand ZER R G0 2/3 (TR MRS P 38 o W P IR SR HAT il B
FAR Sl (FEARFEGEILRIML, WFS0, JFHAEE M AR REENOH . W s
RS A, BRI AT DR R B SR 51 . WA/, Algorand R 154t
T —A “HOM# 7 C(adversary) $5ii], “BOME” ek R KL

R, X BLAMA— RS R 8 S
B Scaling Nakamoto Consensus to Thousands of Transactions per Second

Chenxing Li,Peilun Li,Wei Xu, Fan Long,Andrew Chi-chih Yao

SCEARI T RGE, WTYR . RN EEE RSE Conflux, & RT LMRAFHBALEESR, i
A FEFAET—H5 . Conflux consensus protocol ¥t Al [ 56 RE R N E BT E, Hxt
BB RBFk K — 8. 485, Conflux M block order ks MEHIAT H T — A2 5 BAT #AE N
X Pl or MKk . 1EE VRl 7 /E Amazon EC2 $EHE L) Con- flux, £ H 20k D7EBETT .
Conflux SEIL T 5.76GB/h W&, [FIRTE 4.5-7.4 8NS5 o ST SR LR A8
5y, IR TR 6400 NF 5% . SILERIER W, MIZ1T Conflux I, ik & AYHA
FRE E—8hi, T AT AL EE R

B 3.4.5 SPECTRE & PHANTOM

SPECTRE 1 PHANTOM 7 K 3/ Hi Aviv Zohar 1 Yonatan Sompolinsky J& [F#2H . 74
T T DAG XEREEMI M. SPECTRE M IR FT PHANTOM,H %8 il
PHAMTOM ¥ 2018 4F 2 A A 1 BRGNS PHAMTOM AE g i X S ] g 1 1
LS FE SR A I 2% BE O AEAT A5 L T 2 R —— AR RS LEE AL S .
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PHANTOM X FM32 AL #E SPECTRE M H (ARl B/, "B B9 1 EURr o BB S5 0, R
A RAEAT B AR R IAEE” (BlockDAGS) o IX I AR WM BZ A B FAH#IA Dy “ Satoshi B
A, EEE e PR KR E . 7 HYS SPECTER PHMAFIHIZ, “PHANTOM” fE
BlockDAG P LA A& — A il “ Se2R 50k, il “ X/l s 7 T RAE S X B
A i 25 DAG 21 WM AR BIME T ST R SR B XH 7, SRBEE ) — B S (0 X R 1)
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4.1 Frem
B 411 BFHRTHER

2013 T XEBER AR BB 50 2 2 7 &% E ST E M, WL IR TR IE S A
ISR R X R EE R F 5, ey, PR, BUKSS . BRI Loy A o2 80+
TR RHAE 5T & AR B B AR B2 L, VR A T B3, B 52,
JERLIR AL IR, JFI2M 5 i B MATRE AL B8 40 25 . B s M B2 £ U i R &= AL )
ERmER. B, ABFIRMABART, LHWEIE: Hk, FIHXREERATZY 7K
BT B TR IR, ARUEST T ERRRE s e, BT B T DASEILES R g —E A
SIS R N ) B TodE A

WA Bk, Bt IR RANME, ER—MUWEMENFFIFTS, WL, B
TR R IR I A5 R T IVEmE, fEA—FMEREM, EMARERTRAFY. Hritm
TR T ARHCT B TRt Ab 20 T AR B T I i s e SRR, B IR AR NS SR TR — R, &
A SEGRNME, FFFER A SR IR el B, DR OB 0% 1 R AT FAO i S 0 e R AR ) ok, (3
BHEARSE R RAHIN AR IR DB IHEY, BT R MET XA, EEHARS =
SIPR, SRFH AR  E A B  B TR AT S R R B B T R T, P s FsE
KPABHF IR, B MM P2 AR TR AL B R R A TR, X RE R SE I
THF TR RAT RS M EAR A FLRE T . 257 (Mining) R 4R 7= A28 X Bt H b
PR AR . BRI, ORS00 N0 . S—, HEHURYE 2 i A s — X
YUk K AN, TR AR 5B, THRNUERRR RN A 5 IR IR BRI AL 5
WIHERAYE G, BB RPN Z B XSS G AT AL A7, e —ANFTIX G 8=, TN R
—AMERBENIEG B0, TEHUR ET =45 i A AT BEALEUE AN, TN SHA256 I

A R, THEAS RN DY 256 (10— A TRERIAL BRI, R IO n AR AT S
Ry W, T REHIEET 0 AATE R, MIARIZY 458, THENL AT X BOERRZEEHL

B fhen Wk _EIARTHSNL, HAt T SENLUARIRE 5 2O B LB X Bt AR . 45 4 2R
VR W A4 32 208 X B, R R) 2 I8 3 X DR — DR AT A P AE I BE LB 5 5 2K,
YOy [l 2585 00 ST a8 FIRBEN LS, H BRI A A

HEl, R RIEHZ “Lrhofl” Mt Lot BRIk R E B i
RERGR R R T A R RIE, XRBERORQUHTE “ Lol ” BI8er 52 m AR ATHL
TR LLSEHL. HE, EFONERRAERD FE, BARGRE. —2minZn 8, Hilbt
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TP AR S AL A B AR B i Se A0 AT S 8 ARG 1), B 44 2R 7 2 g
1 S MR 2 R B RS s = B B T AT P A S R AT s DR BOR B X ey B i
TERIREM o AL, 25 O PR R XU B 5 ) R R0t — D WIE FEAR o R) A 5 B 1 A e i 2
SIS T = BB R . =GR AR S L AR R A, 5D AT iE
BATIRR— A7 e, ARTE0U5 % BB ARAT AT R @ 45 5 5e IR 35 IeA% o (EAERT
Te AL, Nakamoto $2H1 7P, SE4ilid p2p SEI T HLE RS, B ltmAaX
ERBE SR BT B SCRF T BAT 2 T IK FIANSE T~ P fif o

E I EC 7 50 R G L S AN BIORERE, 75 B ok P i, 8t B2 D i At G
WUE S AT . 2008 £F Nakamoto # Hi 17 LURF RIS, LUARF T (A0 SCHE BRI X BLEE, X
BREESA N LU T AR SR R 1 Ky I B i 45U ) — MRt XU SEARK il R o OB S AR 1) At
BRI P 7 5 T RS PE P TR B2 A [l — 2B R 3EAT SOAT o R UE AR il ) i ke 5 L
R MBI RO R K . LRy B =5 T 55 I o S . 5 —, HRr T2 5
BRI, AT AR R AR NIRRT RE T S 5 A, JF
H, g maid M alm, ZRRIE 7255 BAYEER: 58—, PRI RIEEG 22 5
WP Se Uy, PeRy i R GE P IR — 2250 5 #OR AR b — 258 By AL 1, IS [A) 3 36 e 1 0
HAR A =, RN RREXZ S TN, 51N PoW AT IHTEA S, 45
B it s BAEE: B IR B L AN T RESE I o £EIX A 70 A1 2 AU BAIE AT TAF S UE M A O
BE R, EOARR AR BRSO IS RE R SE AR T MBS, A RGRE G X H AT i)

W 412 FFEHdok

LRSS

HeReT (Bitcoin, BTC)

BRI A — s a5 (P2P) TR BT, I P2P I 246 rh Ak 22 745 A5 A LA 20 A 20
B PER AL T A S BAT . P2P At H G AL RORE s, AT R h R
F726— 1 X HURE R A K, B8 b, 07 L n] UM R X IR T R 2488 X B, [FI, p2p
O RAIE AN SR AT LARf DR T3R8 1o DK ) EARY T SR A A ) AL AR TR A
IE A AR S KA LA e 3R e B 11 70 C I ORAIE DX BB 2 A 00« B T 7l 2 A SR AR
RIBF T, WK “HRD2A BT 7, 2% R AR BR i G SR AN 75 S i i . “ F
S FREE AL ” 2 AR B 2 B A% L HAY R, ORAIE T BUARE TIN5 R 2R P A a5 1, gt “ 4
P-AE” BRI, RYPITHEE A, WA . WA SR 5N TR T XU AL 2R k]
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R, G TN RO SR S S R B R

PUARS AR SRS Bl i R vk B AR (B 2 DR IE R VA AR B A5 LR T
WK AIRBILE 2100 F54> . DRI HCRR TEE BRGRIOFRSR L, WAETecE B R THE 22 W)

FUARS T I BAR R sty R— LU S IS IR, RF2ERE 5 7 BN IR X R BE A A A A
A, ANRET A /INEIEE By B LU T B AL TR 2 B2 A s A LA [

HAEMBLE (Bitcoin Cash, BCH)

FUARE TR Dy Lo T AOAE 2 ST o, 08476 AR T 4R A B HE @ I i L 28 s A Bk
R IBR LR, XK/ SRR T 2 8M, B T RS S B0 (SegWit)o AHELELAS T, Lo
R MG BN XYTLENE L LS, £ e EREC T 22 S ist.

BCH RIS ma A A, $4E T SOl R e . B i M e a1, ok 7 —
YRI5 ) R, BCH 345K R BT (R0 B2 PR 3% (DAAD, AR ) POW E 55 R A ViR T 4% 3L
B RENIE RS T B A 200 e, (RIS AL ORI DL S50 B e 8

PO B A: 2 8 T EOR I 4, HeRs T 4 S8 2 3 Ah—Fh “ 1l g8 m 7,
AR —, HX HAR GG IAEB T A 2T, i —E T B IR s =0

U ML AR M TR, DRI st 188 5> X Bt . 7R 1% 4,
TFR A 5 53 AT e B X P 2, T EARY 1 < A0 DA 5 48 M ) R D A2 H B 22 14 23 X
. 2017 4F 11 H SegWit2x 73 Uit RIBUH G MEA: 7 R Mse 4.t maifa. NA by
T HERHLRF . 2018 4 4 H XMR BEUZ O AR ENE S ZEH XMR 2 XMC 7 4 X sk .

1% M (Monero, XMR)

12 M2 T CryptoNote PRI By bt m, EHHETFEA . LMY M.
CryptoNote P3C AT DA i H #0464 @ S0 47 ) B 44 1, R AE X HUBEROMIAL 75 T A B 3 A 5
S

%54 (One-time Ring Signature) F{ARNGZELFH I A FI— D AAEGHITRS
IRJE TR BT 4, XA T2 A IO E & R U, ToVEX 7R A R B2 FIE I35 44
o S TANTIBERYE, TN RIS A5 B AR AL TR IR ALE

12 TRH T Bailichhit (Stealth Addresses), RFICK LIRS 5 #ls 4= Sa BRI 1 A4
BEALUE S — AN Rl i, 2% i e P BLE D LA CEM A ), AR IE
TR, A, XA S EARPIK AR EORI MR, PN RS EAR, 54
FRY 7= A G IE S 5 A% PR S ) S B
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Hi¥ T (Ripple)

Ripple A&t 5 B3 — AN ST M4, I IX AN SO 2% T T R IK —Fh e m,
FEFEIC. Kot Hooslcs tRE M. Sk /2 Ripple R4t HME— @AM, HAFET Ripple
RGP AR T, HALTE T CNY. USD ASRERS ISCHRILAT, Her)ifif, A MSERATH
CNY HBEFE A WOGIRIL, #AEFE B MOGIRIL, L AUEIL Ripple RS IIRERL N B M
KK CNY AT EAEI B AR I 1 gl 1 76 A BA X 7 TR, & 7E Ripple R 48N il
FA

[ LLR T —#F, Ripple & — Ml 3L (AL a e, RN B A AR ISR,
XA SR AR A AE I A P 2715 b ORI ZUCRFR R AP o Bip 3Rt — PO IREDE, A7 S
BEREHE T AR S BIRRIE I, ALV Ripple WL T THENLLE TLED B Py 1 Bhi 325t
SAKAT SR, T JE 5 28 R v R B A o X R Ripple (1138 2 B AR I 3 2
5 Fb, TR MINTEEL 40 Jrfh. DRI, Hd i aELE /N Al AR TURD B A RESC B 7 DI
K, XA B IR e A Al A B R IR B . Bk = KB IK IR % A 7 UAE
Exchange. MoneyGram #1 Western Union # CLZ F1 Ripple AL S FIR R LT Ripple X Hedk
ARIISATIH o i T2 Ripple W25 FEAE DT T, &R LAZEREAS Ripple 45 b, B8N
1000 12, JFBEAE 2 5 I £ 1 1B />

3R (Litecoin, LTC)

SERE ERAR b5 LRy i B AR R R SR B, (H A — etk o SE MZE AR &I
RS S T ER Colin Percival T I3 HE 1 Scrypt INESSiE,  ATTIAR L HLARE T 8825 5 42 408,
Aoy PSR, LB EE 2.5 0Pt AT LR — AN X RN Serypt SEJT R FPGA (]
MAEIZH TS A ASIC (2 JHARRCRLER ), AHEEEEHRF TR sha256 SN G35t SKAF IR ™ &
N 8400 JiA, SR LRI M4 RAT I RIS £ .

SRR T 55 LR T AR AR AR M B 5 3 R 95 A, 4028 5 TR Xy 25 ) A
ML, SERE T CATE 2017 SR RS B WLAEH R (SegWit), 14 Lightning Network. MAST.
WU AE S+ Schnorr 2544 551X B R —HF AT AT R 2 LUk 3

B SCRERSANRT

PAARY; (Ethereum, ETH)

PIRY 2 —MIHER BAE R G AR AL X T &, ZXPEE 2.0 BBAURE,
H 35 3% T LAR 4R A 25 O A IR RE UL (Ethereum Virtual Machine ) SKARER p5 %t s 454 .
PARS AL (EVMD, JELURIIIR% A, EVM T ABATAE R SE 44 AR, LUK D) I
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UL CEVM) T 256 LURFKEEIINLARED, & —Fhde T HERR M REAOML, F 9T LUK
REE 2.

DK 18 R AR SR, BT Pow $217 Bi%, 5 82K &5 U1 A PoS AL .
PoS JE TN LA AT 1t mAE ARG I AT /AT, AHEL Pow REVRAUASEEAR, %5
FL, PoS WL I 4 I P IE 4% _EFEA token SRAGIIE, A2 I P 3R 5 71 RARIE Pow
P2 %2420 PoS LI T, A SE 2 W s I N EUIA B0 & B ARG X AL 5
WRIIN TR, XERER I & 2

LUK YR F X P I JR B, AR vrrE X Puit AR Re A 40, KR HEBRMR A Baed
Lt — RN, BEME AR . ERACAS . ATTHEAE 5. H AT LOKYI SCRF Solidity . Serpent
FLLL =FE S M E MR RS L, W DRSS ST BRI N &PE S, Kb, Solidity &N
AT -

PUKY S EA R R, 4% stateofthedapps M3 2018 4 3 H4tit, HE{ELIRCH
1252 MLICKYRIAUEA:,  BEAE N E] RS 4 2 A R 2 (T F 7E IR Y- F & B, A
o, PRV R Aeab Bl 20 A2 5, 1A R R se St — 25 3288, NI S E 284 b
REEAL TRIERAL.

PAKZ 3L (Ethereum Classic, ETC)

PURYG 2 ok B T DARYG 1 — B3 X, AHEG ETH 6 BRI, ETC BFF Ao, A
A ARZE =T HAETRAEN . ETC A 2017 4F 12 Hi2f: 500 AN X HUEER 20%,
BB EAE 2.1 105 2.3 {22 1A

ETC K POW FLiRE:, ARahAA ME NI S # A R AT, ETH WPK A pos 3t
B, ETC CZ0K EVM (BURYI UL B0y i3 B2 SR SputnikvM,  BLIE & T A Hk
PIRLH o ARG 48 8 H bro O 2 O AL I B Rl B0 . 534, ETC R M BERR A
AT F VR i, IR A AN B ] DA 2RSS

itk (Dash)

B MIEAREET, T 2014 D, & FCHFRINAE . BURSH BN H I
Hoptim, EEZ 2200 f. MHEILEHTIEMECE, ZHESE BN IR 79% M5 B .

AR 2 A8 BB RRIZ B XL IR A 5057, b L TN B IR A28 S AsIC
MR . At MR AREIR “ RS EIED” HLdl, 5L two-tier WURNERAY, gt £y
SRR, T E S 2B, AL AN 5E 2 2R AR 55 i PT R 1% T BTS2 Darksend
(BEARIE) HARERT BA Coinloin GRELE L HARMBA) H OB S, EHAZF 0L,
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ZF M (Zcash, ZEC)

TMRFET AT 0.10.1 FRAMAIEAR_EHHT R 7230, IREE T HuRe T A AR,
S 2100 A SRR MRIXAAE T, TR 7 et B AR AR T A E R
RAEFARHAMATARREE L HE L.

TR EAEME R F WU R ARIE I SR S 58 4 ) G Rl A
FRVUENTR — s 227535, Hoh—J5 07 BA 55 80— D7 e B AN 58 1 A W IR 0, B
TZAPRLRERPESS, THEEEHERER. EMHURFRZEARE, EHAES
R AA 7 THIAH LG H & DS A R

TR TAERIE LRSI T S AREEPIAL L3R ) equihash BRI, HISy T &k
WU AR AR, SR A AET 588 PoW (RIS, S RARIZH 4T T kAl .

B 4.1.3 EFHHFARIR

EUARE T A Gt < s 2 A 7 ST 5 RS 4 BR3P RV, AR T A FE R A4
FREEIRIC o 3 X LR T R BIE 7E T2 BLER vh 7 UK AR B A%« Eekr DR BRI . B B ik
TR i AT AR SR e D75 T DO A5 T

FE DA

M T EE, teRr Mt e L X e E MM seoh, L HA ORI ey
W F I DEE T AR S R Wb X o O B0 % 5K 40 A 5 s = b 7%
SR BRAAFE EE AR ML o AR BRI B BUR XS LS A2 5 M35 S BN ek, it
ATARRRMEAE s H R AR S0 55 AN AR A e 22 52 BRI o RO 25 BE A AS [ & B2 i LR o
WM EER KL .
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T, R 50T HeRy AN DXCREE AT Fe AR b TS OB . B8 5 TR NG IE ) N %5 B
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B The Miner's Dilemma.

I. Eyal.

IEEE S&P, 2015.

—ANIFBH AR RG] LOE I 2R 2 5 R AL TAREI I 015 5 Rk A . s
MBI TXMHUE], LA RIS 58 AR SCIR 5 # R 7 IR . — A
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ARG SR RGNS 5H R, R REMATN IR I =200, B 2%
RY, KB SMAEARITRR, RYFEMAIIA . KIPILSR, — A pstnl BLE & e
N5 OREIR — N IFTR vkt (HA A = H T TARIER . 1%t 5 X L 5
i, PR Z H5E KA D .

PR I — MR VR IIR 1 “F THE S MR RNk, ot 825
HRABIE B A A TS Fe A AT By AR AR AR, T RN
Kb IR o (EE, — BARRMAS P BL ROty 7 4 23 B A sy, &
I 2 BB B A1 O N A B B 2D, IR — /NI R “ A AR BLR . X THE
BN TINE, 2SN TRHEL, ORIENRER B — sl EFERHT
BERAE LS MAZ Gy 8 2 2E o AnR I 2 TR B AR P B TR, PG R W as vl e =
b, el S 5EWE It K.

B Nonoutsourceable Scratch-Off Puzzles to Discourage Bitcoin Mining Coalitions.

A. Miller, A. Kosba, J. Katz, E. Shi.

ACM CCS 2015.

ECARS T AR B AL ) — NS H AR 2 sl I 28 e MA S 538 Z R0 70 BUL ISR . sk
b PR I B 22 AU T B0 — AN SR R 08 R 1 o 2 Bk T SR D R ST,
REHCF B TIREAML S 51207, MRMA TIHER “5it” B, AR,
Hh e PN DA R SRS S, SERURIE . XS EC T ORI T T
KAENM—FLL b HROHRKE, “FBET L7 ISR A% e it 7RIS b Ak,
FEMATEE L2 . Ry T REM LR R G SRR RIR . ZR 8 SCHEE H KE
T SCEURE T R R R, F2a B ) mTAT AR Rt Lo, e R X 4 SR I E AL A A < P 12

Bl On Scaling Decentralized Blockchains (A Position Paper).

K. Croman, C. Decker, I. Eyal, A.E. Gencer, A. Juels, A. Kosba, A. Miller, P. Saxena, E. Shi, E. G.
Sirer, D. Song, and R. Wattenhofer.

BITCOIN 2016.

T DXCHRBE RN B B 1T RGBS WA, XA A AT 4 P A 1 M EE I 1R . R
SCOPAT S EOARE T AR A ] R 1) 57 B0 RS s X 28 7 55 2% B BE 70, DASTRR BE v A A i B AT
SEARHIAEIR o BT FCEE AR, S0 DX BN R R 1) B 0T 2 B N2 B2 SEBL T — AR
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PR X BLEE DA S 20, 1 HL 32 B RE I 75 2O BRI VA AT A B B 5 . % 7T
NIRRT IESR M T — DA AT A3 18] SEBE— 2D I R AL A [N ) N 75 ZE SR
WCEEr vt I8 XU EE U S5 AL s, AT TR 1 2% Fin] BE R Eh ) T iR AT IX
T JE

M Bitcoin-NG: A Scalable Blockchain Protocol.

I Eyal, A. E. Gencer, E. G. Sirer and R. V. Renesse.

NSDI, 2016.

PALEA o 2E At E LA LR oA B RIS IR, 28R T LB AL BRIE
B AT RE BB AC AN AL R A 20T T B B o ARTTT, LR R AR 1 X B PR
A A AT A PE R ], X 06 SR 23 I 58 X PR et i e AT R — T T RE T T iRk
X AN, PURL A AR — R T R X R R R — AKX BB (A Next-
generation Blockchain Protocol, Bitcoin-NG) . J&-T- LR T I IX BB, Bitcoin-NG J&—Fh
NE RIS, BAEFE SR, R RO B RIS B T 42 Bitcoin-NG FLiH
WU, 22 ATE 5N T — S (K BE Rebrt, T A AT LR i X BB 3L ) 22 42 A 2

B Sealed-Glass Proofs: Using Transparent Enclaves to Prove and Sell Knowledge..

F. Tramer, F. Zhang, H. Lin, J.P. Hubaux, A. Juels and E. Shi.

IEEE Euro S&P, 2017.

EREAE R GE, TR /R SGX fRALIEMY e, BN AR PR At am K L A
SEREMEDRAIE . ST, AATTHIZHT A e SGX AR 95 1, XTI A 8 G oxd 3 2 o g ffg 5 1k 2o
M. ZIFFF AR T BFRCN Sealed-Glass Proof (SGP) FIZ LG E, RE#ETEIISL AT
HEH L, “ o FttER ” (unbounded leakage) TEA#EAT VAL, JF H b AEBEHRARN 52K (10 17
WIE R 7. SGP AT LAY — B A IERHAT IR BUIER], (HRZIE R R HEW K, XEWE
— 6 RN BN AR RS T BAFE Rl — L B A AR m] W o SGP AV BA ™ LR
B, WAL T S8 1 SERR N AIVE . 1200 7C T BRI RE 5 20 M+ SGX 1 SGP #2537 1
— A R T 6 AT G RER AR AT 5, B AT, HEF R LR R .
FER IO, BEFCRIBABL 1%t SGP MM B e, Fevr sk @R LI AR /N N33 1 mT 7
BRI, NI A B2 B N AR T o
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B PieceWork: Generalized Outsourcing Control for Proofs of Work.

P. Daian, I. Eyal, A. Juels, and G. Sirer.

BITCOIN, 2017.

REHINE L THHMHA] Pow KERIFENTIZAT, ST PoW ZIEPINIS . 12, Pow
SR ERI TR L BT R b Cams RO 57y, HAb A Ppow 3t
TRBILH ) DXCERBEAR MESRATA R O 570 CUOR IR B B 22 4, S BUE DS R e A T4 1
R . DU 2EE I Pow (FIBH 7Yk, BRI BEAb#E (Piece of Work), f##H 1 IX /il
e WA EF, 20 BETAR SO VPR Pow HHE AT B A0 AN g 1, S SR RE i i
SR REs 5E AN AR, Qs bz i s AF Aosi /b o P RG22 18], AT IR/ 1 Pow [
PURIR . [FII, 7 BUGBE )7 Re it e id FEAMY, I HIId BEAM T e 2 S B2 A
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B REM: Resource-Efficient Mining for Blockchains.

F. Zhang, I. Eyal, R. Escriva, A. Juels and R. V. Renesse.

USENIX Security, 2017.

X B BAT O ARG RNAE ) RGFERBO IV 770 SRIT, AR X HLBE 22 Mot T 1
PEIER] (PoW), {H PoW LIRS 5H KA TR, EXRRCh, =AEENH T — M
FSZASATRELE (Intel SGX) 221135 ¥ X P42 S8 HE QL —— B UR = 2298 (Resource-Efficient-
Mining, REM). REM SEIL T 25l F PoW 22 & fRIE, HRIH T SGX H &4 IR 4 /- #L 1E
R, — @R L 1 PoW XS THENLER IR AR 3% . REM HURZ oL A ] A e

(Proof-of-Useful-Work, PoOUW). REM Ll FAT S 3R RGP,  SUVFAET S A i L
VEGEE, R — b BA SRS 28 1 73 RIETT B OR 1 IX e TAE R A mT(F a0 . O 1 ok
WNIZH SGX CPUs HIXK:, AL AEEILRITT A& 1 — AN T Ge - it A H A 32 A5 AR A BL

CHNHERF IR (IS AT RS IAIIER (Proof-of-Elapsed-Time, PoET)) MIER & &HES . = fi/EH K
REM AEN—AN 7l S FH R P N T HRR A% ORIk AT SEBLEE T seX [ IX Heikia

S—

1T

2 Intel Software Guard Extension, SGX ZXf SR /RIE R (1A I E, ARG 2 etk . X Ry
KA R B ARG 21 & LRI B R, TR SR I 2 B E R A — R, R A BRI
GRETRIGES

51 F B https://blog.csdn.net/u010071291/article/details/52750372
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B Smart Contracts for Bribing Miners.

P. McCorry, A. Hicks, S. Meiklejohn.

BITCOIN, 2018.

SALAEF R T =M VI A B AT R B 4, AE A AT A
B LR TGS 288 58— ME RN HEESL (CensorshipCon), #2545 [/ KT 5 fifE
TRARHIEER Cuncle block) #JBIBUSR AT LA ELEAMNIE A T3 58 R4 0 s
1E4 [A] (HistoryRevisionCon), Ji ik —2E 47 N £} 2K (in-band payment) 231 77 SRt 1.,
PAHLEE 28 5 BRI BT 53— A R RHRE . =R ENRETHREY (GoldfingerCon),
SR — RN E B AR T, DABED> 3 — Ao g B i AN - 123 SR HILE TRR A

BRE G 2011 X B 2 15 20 AR SE IR AL (Nakamoto-style consensus) 7= 50

B Egalitarian Society or Benevolent Dictatorship: The State of Cryptocurrency Governance

Sarah Azouvi, Mary Maller, and Sarah Meiklejohn

BITCOIN, 2018.
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BRSO AT T BT . VR R T IR AR L T AN FI R AR AR
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m Paralysis Proofs: Safe Access-Structure Updates for Cryptocurrencies and More

2 In-band (BN Z8GEHL,  Fi5 A0 LS A2 ) L2 B 1 52 AR PN 2% A0, In-band 42 i1 A 42 | e e o A 32
SR A I R RE R R B (LURIEIED, B TR EE . Out-band (Bi4h) 284, AR
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Fan Zhang, Philip Daian, Iddo Bentov, and Ari Juels

BITCOIN, 2018.
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B A Platform for Confidentiality-Preserving, Trustworthy, and Performant Smart Contract
Execution

Raymond Cheng, Fan Zhang, Jernej Kos, Warren He, Nicholas Hynes, Noah Johnson, Ari Juels,
Andrew Miller, Dawn Song

Cornell University Library,2018

BREB L e — P B L X B EHAT RO - 4 e 5 2078 B oAb ASE 1 X LB
FUMEEAACRITCHIAL G o ST REG LR T IX BB AT PR AN 22 4k, (H32 21 X
ok = OREPEAIEREA RIS AL AFE IR — T R G ——Ekiden, K XHEERIAT (5
PATHEE (TEEs) 456 KM PLXLEER T Ekiden REAETETATHAZE I X MLt FagAT, (H/3% 68
B LI LAFE TSS SCRFIITHET sl A R BT, JF R AT R PERE . R ARA MU fR 5 (1

¥ 5., HAEI, Ekiden SZ#F Rust FILUKEEFINL (EVM) FHREE 4.
B 4.1.4 FF5E MR SRR

By A B AT M a LA sl E 5, oy Bl DA R ARAT 228 A
TR RATIERE A 5y WA AR RA RIS o WRATIHATIRE, By Bt mA S Lk
B RAT P H B A ], WS IAIRFE, By B mAN TR B AE S AR, T2

66



sEaf R IEki T2 IF BET IR M 5 K AN E MR, 8 TS M
Ao HR, Bov B s 7L EER R R, B BT AL S AT R R AU
N [EI S S IR B R 4 o FLR, B0y B T m] DA S50t ok TELHEK oA < i i
A A5 BT M, e A B iR, S DS T IR e R A R . BRI
bb, BB M R D EOR X HUE S R AR Rl PR A SUEAS 2 12 KN

By B T RN B AE AR AN RS UL KU, T T DAL e R AR LRy oA B AT BT o EUARS
T EREA K, FATRIZIA A%l 2 KB EIE . 2% B A i A BOR U5 EZ 25
TR AR, AR B T B B A s, 1k AR EURE MR RS AT . Bl by st
SRR, LURS TR AR S T I A I R P B AR A

FEB MRS R, S ARE O EDR IS R SR AOAE FORAIE, AR 2 B2 b
2 [ 5 R P KA o 1P e DA B T O ARR IO B B AR DR I SR R (R s SR EG R, R 7 B
F RN E R T8 L ORAE U A BE T o | 3 B T A B B OB M A S E R IR RE, PRt
AN A RIRI B DI ZRA I EE, BIEEARCy T B, e
RV RS RIg K. Kb, EREAAREBNERNSEEY, fEMIERENERIRE.
ANEAT 5L, FRr M EDRIES DAL, IMEATE, AME 1A, 2 EH
AR, B 5 AR SN Rk . — 5, MBS T AN 5, R 5o Ly m R 4
H, AR NER AT RIS AT LR R 2 S R AR, R — AN X, R X
Berp o bR M, (B, TR MR REE, A TAT AR, Fit, 25 <257
MINEGEZ , SEGBR 2%, “H207 B SA s, T A8 PRy R s B ook . 55— J T,
MR MAZ ARG, R MRATAZ SET T “RNDNE T, ZHTREREL. M
e, Az AP RIEEAZEL . TR T2 M s, AP ESbRadriE, — B
B2, FH B R B AT IR EREAL - i ERy AR A AT L, B LRy I A7 A Wb
Tl A% HORy AN AR b T, BAIRRERNLIE . RI, PRy AE B A8 58 5 AR e #5058
BAELRINLEIE R IR 72

67



$20,000.00

8 8
(asn) axud

9 tkiFmmEEERE
R IEF] 2018.7.2 AR T EATE EAE.

LeRr 22 STt 1 Ak QUf e /), (Hl T HAR Mok Z 5 E, 2017 49 H 30 H,
R E G PR A2 5 Dhie, briE B LURr MAg S A B N O ds i gtk . ezl 17— 251
BT RE, WMLRF AR S . SB=TJr K E . R MEsEATL, “92577 17k, H
REGF P FEA LT I 1 KA, WA G I A HLEIREAT LR, I, AR
s BABMBNA KA, HELLBEAT T, WREDFRBNUT . SRIKVEREEXES . F52
b, BAE 2013 412 A 5 H, HENRARATERE IAZE KA (b RN RARAT DAk S5 24k
i ERAT IR E R Ry PRI EHEE s PEERNEEER AR T
V0 LRy T XS FRE R ), AT 1 ELARS M AR R k2 R 08 MBSO R 7, 280 & R LB A SRS
PURITTRE LRy THARSGME 55, Insi PERe It i 2, 3 AR TIE AR et X BS, I inamxt &
ARG ATR R B S5 o
4.2 XBGEHRAN N 5%

X Bk R G A A UR R PR EA TR A fyig . Lo eEH. Bah
PATHIE RS L) LM RY SRR E R m, DL, XHUEEADCRT DA K7 s 6
U, RIS R RN SS . PENERE B, SCIBRAR . A A S MIBURE BEAE 6 S SUEAF 7R B
AR Z N5 B, XHURELEIXSE A 1) L 18 A TR B B, ARORATS BAT K 4R
AR 7o

68



LHES
BAEHiE .
XirGE s
RIFAimE
@ o m.m: ®
HIRT

B 32.2.1 &RURS

DCRBERIAZORIH AR T R0 UE M, REB ARG P LU E S B LR T 4,
BN R B E B, R SR Rk S AR . B 2015
FUR, EREREMII DI R X HEE, Ple. BEROGE . HRaERIvERRHR
AT Bk 73 30 AL A I X BRBE SR = R AT X SRR T 5 B KR BE L A, IF S 5
BIXCREERIR A 7o BRILZAh, BHHIESRSC S T Gk se. ALNESFZ S . ZINE R i
A2 5y P55 IS A2 5y I X BUBE SR BEATIR AR R o [X BUBEAE RIS S, AR DR
MR SHRATISS . BOPE R A D RhE . PRI S5 AN B R Y 55 55 T T .

FEAEFFARATNL 5505 T, X HLEE PT AR R BE U S e 27 58 0 5 S RIS AR, 94
G A, FFE AL SRR . [EI,  DXHCBEAT AR RIS 00K KR s AT AR AT S L SWIFT
R A R TERGE . AP 2% RIS R K

FEGT P BTG T, DXCHREE A I AR A FIAN TT L R P BRI Dy o R BLAR
PPN RIS HE AR, X B i B B B SR AT T .

(ESA R BT, IXHRBE A I . S R R IR SR RS 4, Bk

69



BUE SRR B IIEc e, e N TAREREE (5 L B 5 A I v B AN AR XU
— ARG HRLTT 6, RE R AR E B IR TR A SR . PR
EHEATIH, 15 SRR R

FEORIS Y35 T3 T, X BRBER BE 5 200 & SR IR A SN R B K. PRI 24 7] T AT IO BRI
SKARRENEAE S I A I IFERARIAE, B b “XE RN Gk A, B fris oy, GRS
R o

FERBEERL 5 TT T, ARYE (h e N RIEMIE N RTAEHZA) E, B\ime “dhig. &
EHINRT e 1 H0y B8 M QA e T S B AT 5 AR B 107 B B,
REfS WISk A GUER T RSz i RIS, Hr St e S0 KA S L RAT . TR
b A RS NS [FIRAIT e 7 B e B e e ) L

W 4.2.2 BFRedlE

(h ElfiE 2025) $H “BIHTIKEN. RE NS, SR RE. St N4 NA” 1%k
ATT Y, AT R R A AN b AR 5 5 RN PR A AR 20 5 i Jie U 3 B SEMEAZ I 1 55t
T ST G ML RN TE L RO B REHIE R SR A O o XHEER R RENS FI ] K E
orifroatilig IR R, R IEE N, RGNS I R R R PURE AT
AT ARG R, $RTH ek BRI B K

W 4.2.3 fENEEE

DX ERABE 5 DI R S5 A R T RS B U TR Z1 A8 5 o A% G ML PR T I T 115
EAFRFBIRCERACT « WA S ), AERARIB BN G5 2y T PN X . [X B
REMS A 5E 5 W 445 B AJT AL IBWIL, 7T DAEAR KRR RE I/ ME BAIFR. 3 i B 5 e e
R o R, XBRBERE A AT B O AZ 5 TG 3 1RSI RE 8 A7 o il i i i 2 B 8 h 95
7 R, TR GE B BERE 3R . HAT, BUR QR XBBESYIREs &, Mm%«
4 S5 E PRI RS AR XCRBEER ER . AR, ARSI CR s e B A S

W 4.2.4 SHEBSR

FEF IR, XRBEBORIR Oy “— B4 2 N, Koy AT & 25 P A% = i —
s KT, FESKU L TR iR AR ROBUE B L B AR N SRR SE A
ey PN ERIPSR

R E RRBAAT G Spotify T RAEWIW T XHEEYI A 7] Mediachain. %2 & AT

70



DI 3 BT IR AR X S B R A T K, AR BIME A B S B 5 AR ORI
S, BT RES T OR B A A0 31 Rl i 2 B E & MBI A NS ., I Spotify {8 & R
BARSCAT AL, (RN L BE AR BT & 5 OB A N IR JE o A, (R BRVE ]
WAL 20 738 SR N2 ) BOEC RROBUE B K Bt AR 614 7] vydia I B4 F 58 1 700
JISRTTH) A RERRET: MIT () Media Lab 548 SeA 35 4R 22 Bt A A I8 A XCHRBE S FH 00 H o1
SERNH], I H = KIEAUA R . 45K, Spotify F1 Netflix 25 (1K T H A AL X
I UG T2 R, O X BE SR BE 5B AR AR 77 b BRIk FH ) o
e

HAT, DXCOBERORAE I AT W R A AE XA S LT T X Ak R Rt A . ik
TIXREEWTE R GG RO AN B RIRRARS . SO 0 A VR A B 45 . AR 4R
DappRadar {48 it 4i#E, HATAERIGHE N £/ O HBL T 100 23X HURERRR . X2 3k
FEIF BTN M, SEIR SRR R,

X BB AR B SR A VRNE A BB I B RRR S« A S AT B L AL R
Rgiit. HPRARY B HE— RIINH], NEAARRERE TR T A58 AL A A
[T
W 425 HESAR

A FNAE BRI AE IO 2 2 UK ARG R A A
i 5 XCRBE 415, G P RBILAE DX B AN AT BL VAN ey S W P (RIS B o X HRVBE A7 ik 1R £k
AN T AT EARMIGREE, UIME B AME 71, RIREM T A S . AT H
HRAGE, WBTERA . BB R SHEINSE, ABREME I DXCEREEST A1, 32202 M A 56IE
HE. KRESAmMMNES, IEXRER RO “EENLE 7, S AmrsifE “7E
FHOCTREAT”. HET, BB A ANBE”. SO EWTE LE AR e, 08”7 S0H, #
e X BRBE St 2 A4 S 4 5 IR 2 1 o

W 426 BUFEHE

DX ERBE SRR AEBUR & B AU 1 L] E BRI R AR 5 R R - e X B AT 5L
BRI AN 23 A SRR ROR, BRS80S b 58 BBA 26, 8 G N A E AN
REEHOE R RTR, RN E 7 IREREAEREREM R, RIE 1 AR 1 2 4

71



4.3 X R R I RS
BRI

X B 2R EOR (BTN L P2P M4, TAREAEMANLE] Pow 25) SERLAIHT
MEER, XESHR WA B4 DR TR, BRI S0 T A b, (HAT3A7ER 20 LA
AR TE) A, F5 BEAE I L B R ke ok AR T EL R R

MNERD AR, INEE SR 0 22 A3l 6 S8 SONTE BT RORACE R, I 15 BAEA 4K —
BRIFIEI Y (500 100 AR DAED TEVERRE . (H72, BEAE BT B SRR I LU SRR D
fRem (IR TR, PUEZ2 2N 5 B n] BETE BRI (8] Y4 i .

M P2P W R E MRS, LA RE N RS SYERF T M Mt — AN EERE R
PUARE T B SR AL T r, EL PR AR, AT AR R URRR - (E, AR — R AR
BOA AR DR 3, K1Y ST AR H 2%, U973 Hh 1w e iy ofe 1) DX HR e o0 24 (R AN R s

M ITAEBAEMNLEIRE , RGAECUA DB A%, A8 TAE BRI —E
IR o RN, (s LRI AR 2 Byl A W 5 )7 10 50%, IR SEBL 51% K0k, SBOEA
RGBT R

A A X SRR, T 27 & 22 45 N P &2 4 1A P IR 34 . 2011 4 6 A, Allinvain
WL 1 25000 ANELRET,  RCA LR TR D 0 B SR — R SR MU 1T 8 52 KR ISR
2012 £ 9 H, HRFF6 Bitfloor />R I, #5155 24000 /NLLAFTI,  Bitfloor -
BT 2013 4 4 APEAKA . 2016 4 6 H, T XEREHARK2EREAAREHH The Dao
WAL, FEAMNE 6000 J33ITH 360 27 LUK MREENRE, 51l A fE S Al e BT

TR ekl %8 77T, BAREC7 B T e I e oLl S8 SR BB R S 4, fHLR At 7 215 4
FRMAGAARRRE. Flin, TP ERm RN S AR A REN TRt m, —B
Hep e I AT N, B B EAZ A . Ah, WREBRAT IR Z AL, E 2k, HHR
5 PR AR SO SRARFAE , 75 EEBUR B < AU LA B 1500 25 T IE U 08 T A8 5 3 P Z SR8
THMPEETRENE, I EPRE VRIS, SR e R BRI .

FFERE R

T MATF RS “ArRe=M", BIARREFR L] “Ldnifl” “IRFERE" 1«22
A7 ZAER . YRR (R TE T 2 T O R IFE D S b A R, R A I
FEME T R FERE AN o MABIANERTG IS, (8 HI X HUE HOR TR AU i 126 HUR AL ) 7
%,

72



ZaHhiR

X PUBER R IG AR 1) 22 4Bk ik, 2018 4F 5 H 24 H EDU ®ReA 200 IR, ifidix
AN, BEEE AT ERS T LA E R K T EDU, JEH BT 524 H Pause
i, Toikib . A, IX SRS IX PR R I B 22 Pk OB OR B e . B EUR R
P2 397 T WAL DX BB T P 2 A Bkl 2 M R0 . DRSO SEBIRR S A6 R IR RN R Sl
THATTH o FRETIX HATREEH 75 IR T %, (ERE DT, 46 & T
HEPAT BT HEE T, RN RAZSERAER %05, £l 7 m, R
B BOPE RS 2R AR B G H AR E 3R] BB ASIC S HE SR # B A
TR ISR SCHE T S I 2 4o s AESKBL 2 A e T T, BN e A 2 2 A YERAIE RN
NS DX PR DA A AR bR HE A AL B s A 22 Ve DT THD, T RAR AT ER L. 2 RIS
Bl VIRREENLECE R RV P AR I R RGN b, ORI R AR G 0 45 [ 1
SR L 2 A, TR SR AT B X LB SR
BB XS

2016 4F 2 H, HE NRARITAT K /N IFER BIHCT B ARG o) RN 8 52 0, X HeE
AR TR AR, FHRBIN AT EEE 1 HE B TR XCREE R T HR . iAo,
E AT X BBEA7AE o FH R IR 22 (1 1) B, AN R T BB A7 IR, B RO AN T BILTE 22
S, 2016 4F 9 H 9 H, v E A RARATEITKIE — WIE 2015 4F BT BR324 0F 5 40
SRS WP, SHUR LSRR RGAEM R, BRI SR R0E . PIE RS %
AN RGN IR, XHRER AR 1 A2 G4 X R F 6
B R AZA o X BRI S M . X “ AR i

DXL 10 65 T8 o0 o i i b ARr T . DAOKYI S R G 1X— )2 P48 TR 20 X B P A
(AT RS AT 2 R AN A AR < il T P M DX e (0 L B 5 B R e B 0 S R
AL 0HT SR B Rl 7 77 ——1co, fH/2, ICo MR FRBERH T WS 5B AE5E
AL, R mER 1co Tz A TR LR R H A B . BTN X “AESE 1
W, WFHEEROGEER BRGNS IR, WTRTE L. AR X st “ A7 1)
B

2017 4 9 H, o E N RARAT S - B ZRIA & A AR (1 (O T B AR T A AT Rl B R ) 4 75 )
IR, AR RATREEE (10D AT RIBHRARESE S, AR RATIESR U ARE R AT
FHAEEIRIUIRIE B, e E B A s ELEE 100 TEN BT A AR T RAT RIS B), S FLEE 1Ico
& IFHLUHIR 1Ico M.

73



2018 4 1 7, o ELIGR ] < i 2 8 H T A AT (R T B Y A2 AH 1CO T Bl XUz 3877 ) »
PREEHE #3100 Wi H IZD Se g iR, BUAATIRE “8E5” URA “In&m™ AR, —f#
N DB NN O RAT BT 5777 (MO) IR AESE 1, AR XSS R R
BB AR DTSR R IA SR, 1 om X Bai], BERE, AEE HERRKUAE.

2018 4 7 H, FATSFEAHHRT HE A E N 88 ZE T IR ML 51 6 M 85 kAT
FATRLEE (1C0) X516, FFEEASKHUE MR o FH I IR O AR xRl 20 1B A2 il
S, MRE R THABRE il TS T a.

4.4 PRERE KRR

R XERBEBOR ARG RZ SR NS ARG T SN A e . 4R XERBE 1.0. XBRBE 2.0
J& s ATRRETTI KA 2 RURE T )5 X B 3.0 BHAR, RITT4mfest 2 RGmR. X P 3.0,
AR AR T RS NVEBOARME ) 42 U A S ZON R JE F 98 I DA K X SRBE AR N 21
BAFEEATI P BRI AR E P RENS AL PRIE % oAl . SR,
TRAE T 7 G KR RE . AEDUATBIN B, KA JRJZ POt H O ARSI AAE Bt 2 1
BATIEA, IEmE AR AL 3.0 MARIIARAE. XHUBEROR S Bt — IR NS BRI 5, W20
MREAEBAR B v AN b TR B EANEA ERRRRT, T8 R X SREEDT 78 5 S bR fL iR &R
AR FEANAT b S B R R BT 20

74



225 3R

[1] Haitsma J, Kalker T. Robust Audio Hashing for Content Identification[J]. Proc. of the Content-
Based Multimedia Indexing, 2001.

[2] Distributed Ledger Technology: beyond block chain. The UK Government Chief Scientific Adviser.
2016.

[3] Szabo N. Smart contracts[J]. Unpublished manuscript, 1994.

[4] National Institute of Standards and Technology (NIST). Secure Hash Standard (SHS). Digital
Signature Standard (DSS). FIPS PUB 180-2 Standard, 2002.

[5] Shannon C E. Communication theory of secrecy systems[J]. Bell Labs Technical Journal, 1949,
28(4): 656-715.

[6] Meyer C H. Design considerations for cryptography[C]//Proceedings of the June 4-8, 1973,
national computer conference and exposition. ACM, 1973: 603-606.

[7] Diffie W, Hellman M. New directions in cryptography[J]. IEEE transactions on Information Theory,
1976, 22(6): 644-654.

[8] Rivest R. The MD5 message-digest algorithm[J]. 1992.

[9] FIPS N. 180-2: Secure hash standard (SHS)[J]. US Department of Commerce, National Institute
of Standards and Technology (NIST), 2012.

[10] Rivest R L, Shamir A, Adleman L M. Cryptographic communications system and method: U.S.
Patent 4,405,829[P]. 1983-9-20.

[11] Lamport L, Shostak R, Pease M. The Byzantine generals problem[J]. ACM Transactions on
Programming Languages and Systems (TOPLAS), 1982, 4(3): 382-401.

[12] Pease M, Shostak R, Lamport L. Reaching agreement in the presence of faults[J]. Journal of the
ACM (JACM), 1980, 27(2): 228-234.

[13] Castro M, Liskov B. Practical Byzantine fault tolerance[C]//OSDI. 1999, 99: 173-186.

[14] Douceur J R. The sybil attack[C]//International workshop on peer-to-peer systems. Springer,
Berlin, Heidelberg, 2002: 251-260.

[15] Karlof C, Wagner D. Secure routing in wireless sensor networks: Attacks and

countermeasures[J]. Ad hoc networks, 2003, 1(2-3): 293-315.

[16] Newsome J, Shi E, Song D, et al. The sybil attack in sensor networks: analysis &

75



defenses[C]//Proceedings of the 3rd international symposium on Information processing in
sensor networks. ACM, 2004: 259-268.

[17] Montet C, Serra D. Game theory and economics[M]. New York: Palgrave macmillan,
2003.Aumann R J. Game theory[J]. The New Palgrave Dictionary of Economics, 2017: 1-40.

[18] Nash J F. Equilibrium points in n-person games[J]. Proceedings of the national academy of
sciences, 1950, 36(1): 48-49.

[19] Nash J. Non-cooperative games[J]. Annals of mathematics, 1951: 286-295.

[20] Zhu Liehuang, Gao Feng, Shen Meng, Li Yandong, Zheng Baokun, Mao Hongliang, Wu Zhen.
Survey on Privacy Preserving Techniques for Blockchain Technology. Journal of Computer
Research and Development, 2017, 54(10): 2170-2186.

[21] KA, WK, TRNIHEHR A ERIR ). PE 2 RS 44, 2013, 18(06):1-10.

(22] AR TEF. M A bR BN % S0 ) ik SE B D]. i A2 I K2, 2008,

[23] #5H, T RERXEERARREIVREGBED]. b 2E4k, 2016, 42(04):481-494.

[24] ZEuf. LR B R R L LRk 0] MR &0, 2015(31):134-137.

BTN

[25] PR MBS LB S M ] B bR Rl 7T, 2013(12):14-25.

76



RS B

AMiner B TR & RN AMiner BIBMVIE A, 1A ME—Z 1R AMiner &7 &
AMiner HIBAIIWT L5 Gt R, HAE BB 7 WS 5 1 5k

AMliner B 545 4 G646 1T D P OUBRT PP PR P 3549 AMtimer FREA AL,
A7 AR AT 77 SO T8 . CRLE TERERD AFFAcAT S, LR BT
7 SO GO R P BB 4 LA SR A BE AT B TIR, TR A
“AMiner.org”, FLAVARRAcH 5 10747 1 IR O 15 5 1524

AMiner WFFE i A2 2k T AMiner 1R\ K AT 7T SN AT ORI T BERE, BT BERHIRE AMiner
Ja BREFF X KA B 52, AR EMUENS . AMiner BIANMRIERT 2 #r 5
FIHERRTEA S EENE, AR AT BB PR AR i 5 55 1007 A A T 534



	1 概述篇
	1.1 区块链产生背景
	■ 1.1.1 政治法律
	■ 1.1.2 经济
	■ 1.1.3 社会
	■ 1.1.4 科技

	1.2 编写方法与全文结构
	1.3 术语和缩略语

	2 区块链简介
	2.1 区块链概念
	2.2 区块链发展阶段
	■ 2.2.1 区块链1.0：数字货币
	■ 2.2.2 区块链2.0：智能合约

	2.3 区块链特征

	3 技术人才篇
	3.1 密码学
	■ 3.1.1 公钥密码体制
	■ 3.1.2 哈希算法
	■ 3.1.3 密码学国际研究现状
	■ 3.1.4 密码学代表学者

	3.2 共识协议
	■ 3.2.1 共识机制
	■ 3.2.2 共识机制代表学者

	3.3 博弈论
	■ 3.3.1 博弈论概述
	■ 3.3.2 博弈论代表学者

	3.4 性能提升办法
	■ 3.4.1 Thunder
	■ 3.4.2 Celer Network
	■ 3.4.3 Lightning Network
	■ 3.4.4 Algorand
	■ 3.4.5 SPECTRE & PHANTOM


	4 应用趋势篇
	4.1 数字货币
	■ 4.1.1 数字货币概述
	■ 4.1.2 数字货币分类
	■ 4.1.3 最新研究现状
	■ 4.1.4 数字货币优点和风险

	4.2 区块链其他应用场景
	■ 4.2.1 金融服务
	■ 4.2.2 智能制造
	■ 4.2.3 供应链管理
	■ 4.2.4 文化娱乐
	■ 4.2.5 社会公益
	■ 4.2.6 政府管理

	4.3 区块链发展现存障碍
	4.4 挑战与未来


